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What is a Computer Network?

A computer network is a system of interconnected
computers and peripheral devices.

For example, it may connect computers, printers, scanners
and cameras.
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What is a Computer Network? Cont.

Wireless network Wired network
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Advantages & Disadvantages
of a Computer Network

Advantages Disadvantages
*  File Sharing *  Expensive Set Up
*  Resource Sharing «  Rapid Spread of Computer Virus:
* Increased Storage Capacity «  Security Issues
* Increased Cost Efficiency
 Fast
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Types of Networks

LAN - Local Area Network

WAN - Wide Area Network

MAN - Metropolitan Area Network
DAN - Desk Area Network

CAN - Campus Area Network
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LAN - Local Area Network

« A network that connects a relatively small number of
machines in a relatively close geographical area
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WAN - Wide Area Network

A network that connects two or more local-area networks

over a potentially large geographic distance
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MAN - Metropolitan Area Network

A large computer network that spans a metropolitan
area, lts geographic scope falls between a WAN and LAN.

Il Metro Area Network
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L9,

DAN - Desk Area Network

A network that connects a relatively small number of
machines in a relatively close geographical area
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CAN - Campus Area Network

« A network that connects a relatively small number of
machines in a relatively close geographical area
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Comparison of LAN,MAN,WAN
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LAN Topologies

A Various configurations, called topologies, have been used to
administer LANs
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LAN Topologies Cont.

Star Network Topology

-

Common Bus Topology Ring Network Topology
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Bus Topology

A Bus topology is a type of network setup where each computer
and network device is connected to a single cable or backbone.

Bus Topology
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Star Topology

A Star topology is one of the most common network setups
where each of the devices and computers on a network connect
to a central hub.

Star Topology
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Ring Topology

A Ring topology is a computer network configuration where the
devices are connected to each other in a circular shape.

Ring Topology
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Mesh Topology

A network setup where each computer and network device is
interconnected with one another, allowing for most transmissions
to be distributed, even if one of the connections go down..

Mesh Topology
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Hybrid Topology

* A hybrid topology is a network topology that uses two or more
network topologies.
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Comparison of Topologies

Bus Topology

Ring Topology

Star Topology

Structure

there is a single

central cable (backbone) and
all computers and other
devices connect to it

all computers and other
devices are connected in a
circle

there is a central host and all nodes
connect to it

between nodes

the nodes.

Host existence depends on network depends on network needs yes
needs
Connection It has no connection between yes no

Host failure

network can still run

network will fail

network will fail

Node failure

network can still run

network will fail

network can still run

Ease of
troubleshooting

difficult. Need to search for the
problematic node one by one

depends on backbone. If
there is a backbone,
troubleshooting is difficult.
If there is no backbone, the
focus is on the two nodes
not communicating

depends on the host. It

is easier to repair the problematic
host. However, if the nodes fail, then
each node has to be searched

extending network

Ease of adding easy difficult average
or removing nodes
Number of nodes when many limited limited
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Network Models

A Overall design of a computer network that describes how a

computer network is configured and what strategies are being
used.

Mainly focuses on the functions of the networks.
Also known as network architecture or network design.
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Network Models Cont.
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Peer-to-peer or P2P Model

A It is a network with all the nodes acting as both servers and
clients.

All computers in the peer-to-peer network has equal
responsibilities and capabilities to use the resources available on
the network
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Peer-to-peer or P2P cont.

«  With peer-to-peer network, no server is needed; each computer
in the network is called a peer.

. A PC can access files located on another PC and can also
provide files to other PCs.
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Client/Server Model

A client/server network is a network in which the shared files and
applications are stored in the server but network users (clients)
can still store files on their individual PCs.
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Client/Server Model

A server is a computer that shares information and resources with
other computers on a network.

A client is a computer which requests services or files from a server
computer.
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Comparison of Network Models

Client/Server Peer-To-Peer
Server has the control ability while T
All computers have equal ability

It is used in small and large Normally used in small networks
networks with less than 10 computers

Easy to manage Hard to manage

Install software to every computer
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Virtual Private Networks

A virtual private network (VPN) extends a private
network across a public network, such as the Internet.

Encryption = No one on
the internet can find the
content of the
communication
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Virtual Private Networks

Regional a Internet
Office "

Head-office

Regional
Office

Remote / roaming users

TRAINING DIVISION
Gy oo e @ training@domains.k




Virtual Private Networks Cont.

It enables a computer to send and receive data across shared or
public networks as if it is directly connected to the private
network, while benefiting from the functionality, security and
management policies of the private network
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Testing Methods

Basic Network testing commands/Methods
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ipconfig

A Windows command line utility that is used to manage the IP
address assigned to the machine it is running in.

It displays the computer's currently assigned IP, subnet mask and
default gateway addresses.
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LK

ipconfig

CAWINDOWS\system32\cmd.exe

:NUserss\Ruwan>ipconfig

Jindows IP Configuration

lireless LAN adapter Local Area Connection» 11:

Media State . . : Media disconnected

Connection s:pucii:i(_: DNS Suffix

lireless LAN adapter Wi-Fi:

Media State . s - : Media disconnected

Connection—specific DNS Suffix
Ethernet adapter Ethernet:

Connection—specific DNS -
Link—local IPv6 Address =
IPv4 Address. . =« =« o o« « =« « =« = 192.168.2 2
Subnet Mask . . . . . . . e 255.255.255.8
Default Gateway . . . . - - = 192.168.2.1

[Ethernet adapter UirtualBox Host-Only Network:

Connection—specific DNS Suffi
Link—local IPv6 Address . .

IPv4 Addr B e e e N W : 192.168.56.1
Subnet Mas - m m mw gm my o w : 255.255.255.8
Default Gateway . . . . . . =

unnel adapter isatap.{A14258AE-5 4F21-9F1F-E36E6B14AF37> :

Media State : Media disconnected

Connection—specific DNS Suffix .

unnel adapter isatap.<{85782321-82DD-4DD3-9F42-BBS8CACDE3F88> :

Media State . . = Media disconnected

Connection :i[J(:(-:i*:il-i [-)N{; éuff;x-

C:\Users\Ruwan>

LK DOMAIN
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fe8@::c867:bB25:cabc:=f534%3
2

fe8@A::815e:hale:8"

IP Address
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ping

Query or a Command (another computer on a network) to
determine whether there is a connection to it.
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ping

- o EEN

CAWINDOWS\system32\cmd.exe

icrosoft Windows [Uersion 6.3.96080]
(c? 2813 Microsoft Corporation. All rights reserved.

:N\Users\Ruwan>ping 192.168.2.1

inging 192.168.2.1 with 32 hytes of data:
bytes=32 time<{ims TTL=255

bytes=32 time<{ims TTL=255

bytes—32 time<ims TTL-285 When ping
working

Sent = 4, Received = 4, Lost = @ (Bx loss).
round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

:\Users\Ruwan>_

Y |

. CANWINDOWS\system32\cmd.exe - ping 192.168.2.2

icrosoft Windows [Version 6.3.76001

(c)» 2013 Microsoft Corporation. All rights reserved.

sUserssBuwan>ping 192 _168.2.2

inging 192.168_2_.2 with 32 bytes of data:
eply from 192.168.2.212: Destination host unreachahle.

eply from 192.168.2.212: Destination host unreachahle. .
eply from 192.168.2.212: Destination host unreachahle. When plng not
working
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tracert

Displaying the route (path) and measuring transit delays of
packets across an Internet Protocol (IP) network.
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tracert

CAWINDOWS\system32\cmd.exe

icrosoft Windows [Uersion 6.3.9600]
(c) 2013 Microsoft Corporation. All rights reserved.

>:\Users\Ruvan>tracert www.google.com Site want to trace

racing route to www.google.com [222.165.163.57]
ver a maximum of 38 hops:

{1 ms {1 ms S ms "192.16B.2:1
1 ms {1 ms 1ms 192.168.3.254

49 ms 46 ms 65 ms 220.247.232.96

110 ms 130 ms 207 ms 222.165.184.34

12 ms 9 ms 7?7 ms 222.165.184.33 Path & DeIays
7 ms 8 ms 7?7 ms 222.165.177.30
8 ms 7 ms ? ms 222.165.163.57

race complete.

>:\Users\Ruwan>
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nslookup

Is a command for querying the Domain Name System (DNS) to
obtain domain name or IP address mapping or for any other
specific DNS record
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nslookup

o+ CAWINDOWS\system32\cmd.exe

s:\Users\Ruwan>nslookup nic.
Server: UnKnown
ddress: 192.168.2.1

ame : nic.lk
ddress: 192.248.8.28

>:N\Users\Ruwan>
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telnet

Telnet is a user command and an underlying TCP/IP protocol for
accessing remote computers.

Through Telnet, an administrator or another user

can access someone else's computer remotely..
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telnet

os.} CAWINDOWS\system32\cmd.e

>:N\Users\Ruwan>telnet mail.nic.lk 25_ W|th the

address and
port

Telnet mail.nic.lk
220 mail.nic.lk ESMIP Postfix

] AWINDOWS\system32\c
220 mail.nic.lk ESHMTP Postfix Telnet Interface
uit

221 2.8.8 Bye

onnection to host lost.

sswUsers~Ruwanr>_
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hetstat

iIs a command-line tool that displays network connections (both
incoming and outgoing), routing tables, and a number of network
interface (network interface controller or software-defined
network interface) and network protocol statistics
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netstat

CAWINDOWS\system32\cmd.exe

:NUsersN\Ruwan>netstat

fictive Connections

LK DOMAIN

Local Address

192.168.2.212:49798
192.168.2.212:49799
192.168.2.212:49819
192.168.2.212:58287
192.168.2.212:52888
192.168.2.212:53887
192.168.2.212:53473
192.168.2.212:54912
192.168.2.212:548015
192.168.2.212:54817
192.168.2.212:548192
192.168.2.212:54823
192.168.2.212:540825

192.168.2.212:54838
192.168.2.212:540834
192.168.2.212:54835
192.168.2.212:54036
192.168.2.212:54844
192.168.2.212:54847
192.168.2.212:540851
192.168.2.212:54852
192.168.2.212:548053
1922.168.2.212:54854
1922.168.2.212:54055
192.168.2.212:540856
192.168.2.212:54857
1922.168.2.212:54860
122.168.2.212:54063
1922.168.2.212:54064
192.168.2.212:54065
192.168.2.212:54066
122.168.2.212:54867
122.168.2.212:54068
192.168.2.212:54069
192.168.2.212:54870
192.168.2.212:54071
192.168.2.212:54872
122.168.2.212:54073
192.168.2.212:54874
192.168 .2 .212:54875
192.168.2.212:54876
192.168.2.212:54877
1922.168.2.212:54878
192.168.2.212:54880
192.168.2.212:54081
192.168.2.212:54082
122.168.2.212:54883
1922.168.2.212:54084
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Foreign Address
74.125.68.188:https
sinwns28124685:-https
?4.125.130.125:5222
2803.116 .58.56:-http
74.125.138.182 -https
bomB3s81—in—f21:-https
sinwns2812617:-https
222.165.163.42:-https
222.165.163.181 -https
222.165.163.178:https
bomB3sB1—in—fi1B:-https
sa—in—f84:-https
222.165.163.52:https
222.165.163.185:https
sa—in—f94:-https
222.165.163.178:http
—f22:-https

bomB4s@1—in—f11:-https
NPI EBSABE:=8080
NPIEBSABE:-8688
ec2—54-243-33-121:-https
bomB4s82—in—f1@:-https
bomB4s@1—in—f18:-https
—54-243-33-121 :htty
-165.163.181:https
ec2-54-243-33-121:-https
ec2-54-243-33—-121:-https
ec2—-54-243-33-121-https
NPIEBSABE:-8088
ec2-54-243-33-121:-https
ec2—54-243-33-121:-https
222.165.163.24:-https
ec2—-54-243-33-121-https
sa—in—f84:-https
ec2—54-243-33—-121 :-https
NPIEBSABE:-86088
ec2-54-243-33-121:https
ecZ2—54-243-33-121:https
ec2-54-243-33-121:-https
ec2—54-243-33-121:-https
b0m93 B 12:https
3—121:-https

a8
HPIEBSRBE 80888

- ]
b
={
m.
:
D e T T T e e = e e e = e H E SIS ST

ESTRBL

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED

TIME_VWAIT

ESTABLISHED
ESTABLISHED
ESTABLISHED

ESTABLISHED

ESTABLISHED
ME_VWAIT

TI
TI
TIME URIT
TI

ME_UWAIT
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Sample Past Paper Questions
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Sample Past Paper Questions

Peer to peer & Client server models are distributed application
architectures. State the differences between them?

Click here

2011 A/L Paper 2,
Part B
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Sample Past Paper Questions

* A command that can be used to login
to a remote computer through a
network Is?

1 ipconfig

4 ftp

] telnet

 tracert

Jd route
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Sample Past Paper Questions

A command that can be used to check network connectivity to a
computer is?

ipconfig

ping

traceroute

netstat

hostname

DOooDO0D
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Sample Past Paper Questions

A command that can be used to check network configuration of a
computer is?

traceroute

netstat

hostname

ipconfig

ping

DOooDO0D
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